STONEHILL HIGH SCHOOL

LAPTOP POLICY

This guidance has been provided to help staff get the best from your laptop.

Please read the policy carefully before you start to use your laptop and keep it for future reference.

Laptops are portable, but they are not rugged. They are not meant to be dropped, knocked, sat on etc!! Please take good care of your laptop.

Do’s and Don’ts

	· Do use the carry case when moving your laptop any distance.

· Do run the battery completely down at least once a month.

· Do back up your personal files onto floppy disks, CDR, CDRW or your user area on school network.

· Do consider putting a password onto your laptop and log this with the ICT Department.

· Do regularly update the anti virus software at least once a week.

· Do give your laptop time to acclimatise before switching it on if you bring it indoors from a cold environment.


	· Don’t leave your laptop unattended in a public place.

· Don’t use the laptop continuously plugged into the mains.

· Don’t leave the laptop visible in your car even if it is locked.

· Don’t drop your laptop.

· Don’t eat or drink over your laptop.

· Don’t point at the screen with a sharp object as it will damage the screen.

· Don’t load software onto your laptop without prior consent of the ICT coordinator.


Regular Tasks to be carried out

1. Back up your personal data regularly. This can be saved to floppy disks and to CDR or CDRW if the laptop is linked to an external CD-RW drive. You may be able to compress the files to get more data onto your disks. If the laptop has to undergo repairs or the hard drive fails then you will not be without your data.

2. Go onto the Internet regularly and update the anti virus software. New viruses come out all the time and full protection can only be guaranteed if you regularly update the software. This should happen at least once a week.

Legal details

Ownership

The laptop remains the property of the school at all times, but is loaned to staff to enhance your teaching and pupils’ learning. It can be taken home for lesson planning, developing resources, researching information as well as improving your basic ICT skills.

It would be prudent not to let other members of your family use the laptop for their personal use without your account being password protected, particularly if you have sensitive school data on it. Members of your family must not take the laptop to their place of work.

The laptop must be handed back if you leave your post at the school.

Insurance

The laptop remains the property of the school and as such the school is liable for its upkeep. The laptop is covered both on the school premises and off site whilst in the care of a teacher. One important exclusion is that items damaged or stolen from an unattended vehicle are not covered.

The laptop should be locked away in a secure area if left in school overnight.

Any insurance claim made would still result in the laptop being owned by the school.

Data Protection

The school is registered under the Data Protection Act to hold personal data on staff and pupils. This is extended to data stored on all computers registered to the school. However, if you download personal data on pupils or staff onto your laptop please make sure that you have permission from the school to do so. Whilst the data is on your laptop you have a legal duty to make sure that it cannot be seen or altered by anyone else including other members of your family. This includes times when you are connected to the Internet.

Internet Safety

You should abide by the Internet Safety rules published by the school and signed by you. The details can be checked in the staff handbook.

Be particularly vigilant if you, or your family, use the laptop at home to access the Internet as it is not filtered. Be especially careful over Child protection law. For example, if you are producing web pages for the school website, you can publish pictures of pupils and you can name them, but do not do both together. This will prevent pupils being identified out of school.

Computer Misuse Act

You must abide by the Computer Misuse Act, which states that you should not attempt to gain access to another computer system to which you do not have any authority to access. This includes using someone else’s username and password, altering or deleting computer files or leaving a virus. Breaking the law is a criminal offence and you can be fined or sent to prison.

Health and Safety

A laptop computer is not as ergonomically designed as a desktop computer and they are not designed to be used for long periods of intensive work. You should sit up straight and take regular breaks when working on your laptop.

Internet Charges

The school will not be liable for any of the telephone charges if you connect to the Internet whilst at home.

